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Radio Frequency Identification (RFID) systems have been receiving a great attention in the latest

few decades due to their vital role in our everyday life. RFIDs are the backbone of modern Internet-

of-Things (IoT) and Near-Field Communication (NFC) systems. However, such systems are being

exposed to serious security threats especially when conveying senstive or confedential information.

RF chip security techniques, that are based on physical unclonable functions (PUFs), can offer an

effective solution to such attacks. A new implementation of chip-integrated identification and security

will be presented in this talk. This approach is based on near-field electromagnetic scattering with

nanostructured materials intermixed within the chip package during the fabrication process. The

generated RF fingerprints can be utilized as authentication keys for chip protection against potential

counterfeiting attempts.
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